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Abstract. The complexity of current Web Information Systems repre-
sents a challenge when educating the next generation of engineers capa-
ble of dealing with all aspects of their life cycle. Network simulators are
used in university education to address this challenge and provide stu-
dents with the necessary comprehensive understanding of the interplay
of their inherently distributed system components and the respective
protocols at different network layers. However, existing simulators only
partially satisfy educational requirements, having limitations in the level
of control of educators to focus on selected aspects on the desired con-
ceptual level, support for demonstrations with interventions at runtime,
and the flexibility to set up, use, and program the simulators at home
and on mobile devices. Thus, we propose WNSWE, a Web-based Net-
work Simulator designed for Web Engineering Education, detailing its
client-side architecture, program model, and interactive capabilities. To
evaluate WNSWE, we applied it to 26 educational scenarios and report
on 3 case studies of employing it for classroom teaching and asynchronous
assignments in different university courses and teaching settings, cover-
ing a range of topics from basic networking to cloud and security of
distributed systems. Furthermore, WNSWE is provided as open educa-
tional resource (OER) and we outline our roadmap for its extension.

Keywords: Network Simulator · Web Engineering · OER · Simulation-
Based Learning · e-Learning · SDG4 · CS2023 · WebAssembly

1 Introduction

Engineering Web Information Systems requires profound knowledge of the en-
tire underlying technological platform. As Web-based systems are inherently
distributed, the complexity of their design, implementation, testing, optimiz-
ing their performance, hardening their security, operations and resolving errors
puts high demands on Web Engineers. The integration of emerging technolo-
gies and paradigms such as microservices, blockchain and AI-as-a-Service com-
ponents have further increased systems’ complexity. At the same time, they
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represent a large share of commercial software production and companies world-
wide are seeking for experts.Universities address this demand by dedicated study
programs.Transforming students into highly qualified Web Engineers exceeds a
mere training of Web development using the latest frameworks. Thus, curricula
comprise of various modules to teach the necessary basics for gaining a deep
understanding of the interplay of distributed system components and protocols
at different layers of the network as well as within the application layer itself.

Studying these subjects can be challenging for students due to the complex-
ity of the protocols and their interactions. The communication models comprise
of various message exchanges not easy to observe directly without dedicated in-
strumentation and hardware (e.g. network sniffers, programmable routers), espe-
cially while studying outside of university premises at home. Network simulators
[17,15,4] are employed in academic education to address these issues and provide
hands-on experience to internalize the required concepts [8]. However, most focus
on providing a detailed analysis tool for the TCP/IP stack in large network ar-
chitectures [17,15,8], only partially satisfying the didactic requirements for Web
Engineering education. In particular, they have a lack of coverage of custom
application layer protocols (such as MQTT), limited flexibility to restrict the
simulations only to the relevant communication aspects of interest for a specific
teaching session, missing support for allowing students to implement the behav-
ior of components on their own, a lack of interactive control to intervene during
the simulation for demonstrations of behaviors not predefined by the scenarios
during teaching sessions (e.g. man-in-the-middle attacks), and a technical setup
requiring installation on a PC with limited compatibility to different operating
systems and mobile devices.

Students and educators benefit from a network simulator specifically created
to address the requirements of Web Engineering education in universities. It can
be used for both demonstrations in synchronous teaching sessions in classrooms
or online as well as for asynchronous study activities such as assignments, self-
study units or exam preparations. The importance of interactive e-learning in
university education allowing students to internalize contents by actively creat-
ing and interacting with learning materials has increased. Approaches such as
Challenge-based learning have a positive effect on motivation, knowledge reten-
tion and study success [11]. Simulation-based Learning (SBL) [3] is a popular
approach in computer science didactics.

Thus, the objective of this work is to create a Web-based network simulator
for educational use in universities which fulfills the following requirements:

– programmable behaviors of all system components to allow educators to re-
strict the focus on specific communication aspects and represent arbitrary
protocols across all network layers, including non-standardized custom ap-
plication layer protocols

– inspection and modification of all parts of the system and the messages inter-
actively at runtime to enable demonstrations and experimentation with error
scenarios, including removal of messages, alteration of message contents, and
changes of connections



WNSWE: Web-based Network Simulator for Web Engineering Education

– platform-independence and support for mobile devices with sufficient screen
size such as tablets through a web-based solution not requiring installation
and usable in web browsers without permanent internet connectivity

– availability of the simulator for educators and students as open educational
resource (OER) [16]

In section 2, we present the architecture and implementation details of our sim-
ulator. We position our solution against related work in section 3. The results
of an extensive empirical evaluation of the simulator through the usage in three
different modules are presented in chapter 4. Chapter 5 concludes the paper and
provides an outlook on future work.

2 WebAssembly-based Client-Side Network Simulator for
Web Engineering Education

2.1 Network Simulator Architecture

JavaScriptPyodide

Visual Representation

Python Class Canvas

ConnectionsNodes

UUID

Nodes

UUID
Message

JSON

Fig. 1. WNSWE architecture. Each node has a JavaScript object and twin Python
object, passing messages. Nodes, connections and messages in transit are visualized
using an HTML canvas.

WNSWE is a client-side web application1, which, after initial loading, does not
require further network access for its core functionality. The core concepts of
the network simulator are nodes, weighted connections and messages, forming
a network graph. The behavior of the nodes can be configured to send custom
messages via these connections to their neighboring nodes. The weight of a con-
nection determines how long the messages takes to travel across the connection.
The receiving node can then handle the message according to its own behav-
ior. This enables the replication of distributed algorithms and protocols in an
1 cf. implementation repository at https://github.com/LucasSchroeder99/WSNWE

https://github.com/LucasSchroeder99/WSNWE
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abstracted fashion. Each node runs Python code, through which it can send
messages with custom JSON content along a connection to a neighboring node.
The code can be edited by the user, allowing learners to replicate, change or ex-
pand algorithms. Within the simulation, each node runs its own, asynchronous
Python code via Pyodide. Most of Python’s standard library is available and,
if needed, more complex node behavior may be achieved via concurrently run-
ning, asynchronous coroutines. The overall architecture is shown in figure 1 The
nodes and connections are defined by educators or learners via a canvas-based
visual representation, which also shows the messages in transit. This way, the
distributed events are visualized and the global state of the distributed system
can be grasped more easily. This is facilitated by the capability of nodes and
messages to be colored according to their state or type.

2.2 Programming Model for component behavior

WNSWE enables programming the behavior of nodes in the network graph. This
is achieved by allowing the user to edit the Python code run by each node of the
network graph. This not only allows to recreate almost arbitrary algorithms and
protocols, but also enables the use of WNSWE within tasks or assignments in
different didactic contexts. For example, an algorithm may in advance be imple-
mented by the instructor, with deliberate gaps, which then have to be filled by
students. To allow nodes to both specify a unique behavior for the scenario while
also making use of code shared with other nodes, each node is an instance of a
specific Python class, with an added unique run()-method. It is automatically
executed for all nodes at the start of the simulation. This special method is a
function added to the instance of the node object, but not the class, allowing
multiple nodes of the same class to have differing behavior while reusing the same
class code. This allows the class to contain shared code, for example code to cre-
ate or parse abstract Ethernet frames, while still specifying a specific behavior
required for the scenario in the run()-method, such as having a specific node
initiating the communication. Fundamentally, each Python node object makes
use of pre-defined, asynchronous send()- and receive()-methods, which facili-
tate the interaction with their respective JavaScript twin object.These methods
are part of a special Endpoint-class, from which all other node classes inherit.
This allows to hide the actual code required to interface with the JavaScript side
of the simulator. By using asynchronous methods, blocking or parallel method
behavior can be simulated. Beyond the two communication methods, further
utility functionality exists, for example to change the color of a node or to query
the current time within the simulation. If required, globally shared data struc-
tures can also be employed, which, although not realistic, may aid educators
in achieving didactic reduction. To specify specific pre-configured scenarios for
learners, the network graph and the created Python code can be exported as a
scenario JSON file for later use.
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Fig. 2. A screenshot of the WNSWE GUI, showing a scenario about iterative and
recursive DNS resolution. The main areas, specifically the header, sidebar and network
view, are highlighted and important elements labeled.

2.3 Client-side GUI and Runtime functionalities

The network simulator has a graphical user interface that is divided into three
parts, as shown in the screenshot in figure 2. These are the header – containing
the essential simulation controls – highlighted in orange, the sidebar – containing
information specific to the currently selected element of the network graph – in
blue, and as the main part the visual representation of the network graph and
its global state, in green. The header at the top of the GUI, contains several
buttons that allow controlling the simulation and provide information. They can
be used to export or import scenario files and to start, pause, resume or reset
the simulation. Furthermore, a speed slider is available which allows changing
the speed of messages and timeouts within the simulation from 0.1x to 10x. Ad-
ditionally, the Python code for node classes can be accessed and edited via the
"Classes" button. A help section is also accessible, which also includes a simple
documentation for the pre-defined Python methods, such as the aforementioned
send()- and receive()-methods and other utility functionalities. On the right
side, there is a sidebar, the contents of which depend on the element currently se-
lected in the Network View. It shows basic information about the corresponding
element and allows to make some changes to it. For instance, it displays the con-
tent of messages, the run()-methods of nodes or the weight of connections. The
main part of the simulator, the Network View, is a canvas containing the visual
representation of the network graph with all nodes, connections and messages
at the current point in time of the simulation. While the simulation is running,
changes are visualized accordingly, and messages are visible. By using a mouse
or touch, the viewport and zoom level can be controlled and via a context menu
changes can be made, such as adding, editing or deleting nodes or connections.
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Similarly, messages in transit can be inspected, their contents altered or the
entire message deleted. When selected, the JSON contents of the message are
displayed in an editor within the sidebar. Any changes to the contents update
the message accordingly. Lastly, connections can be added, changed or deleted,
even at runtime. This enables limited changes to the network graph during the
simulation, without changing the already running Python code, e.g. simulating
a physical loss of connectivity.

3 Related Work

Network Simulators have been used as tools by network engineers and researchers
for a long time. They allow cost-efficient experimentation with various hardware
and software configurations in order to evaluate network architecture and pro-
tocols. This has made them relevant for educational purposes [14], following the
idea of Simulation-based learning [3]. We follow the taxonomy by Gomez et al.
[8] and focus on Network Simulators, as opposed to Network Emulators and
Network Testbeds, since these are the most accessible for educational use.

Network Simulators such as OMNeT++ [17], ns-3 [15] or OPNET [2] pro-
vide comprehensive network planning and optimization functionality, allowing
to analyze various behavioral and performance aspects of large-scale network
topologies by simulating real hardware. Depending on their simulation model,
they are distinguished into time-based and event-based simulators [8]. Estab-
lished non-educational Network Simulators are used in university education [14].
However, their focus is on traffic realism, scalability and a high level of techni-
cal detail down to the physical layer, resulting in a relatively steep learning
curve. Their programming models primarily require the use of system program-
ming languages like C++ [17,15,2] and they exhibit a relatively high interaction
complexity [8]. Due to these characteristics, their educational utility in Web
Engineering programs is only limited.

Network Simulators for Education are specifically built for use in aca-
demic teaching contexts. They differ from general Network Simulators by em-
phasizing usability, user-friendly graphical user interfaces, and customization for
specific educational scenarios, allowing learners to focus more on the content
matter and less on learning how to use the tools [8]. For instance, Cisco Packet
Tracker [4] provides a visual network topology editor and supports simulation
of the most common network protocols, and additionally supports collaborative
features enabling group learning. Several case studies [1,13] are reporting on the
use of Cisco Packet Tracker in Computer Network courses for university students,
highlighting benefits like facilitating the understanding of network concepts and
allowing students to experiment at home without need for the hardware and
fear of damaging equipment. The Graphical Network Simulator (GNS-3) [6] is
an open-source network simulation platform especially used in certification and
cybersecurity training contexts, but also in university programs [18,14]. It partic-
ularly emphasizes the relevance of visualizing simulated network components and
connections in education. It provides a detailed coverage of network protocols
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across all layers, supported by an active marketplace which allows contributors
to share custom implementations, and can be extended using the HTTP API
or by emulators like Qemu2 or Virtualbox3. Due to its high level of abstraction
and wide adoption, python is commonly used for scripting with GNS-3.

While network simulators for education better address the requirements of
learners in terms of ease-of-use and extensibility, their main focus is on detailed
networking education. Suitability for university programs training the next gen-
eration of Web Information Systems Engineers is only limited, as the required
competencies do not lie in the area of network administration, but rather a pro-
found conceptual understanding of the layers and protocols underneath the Web
ecosystem. Furthermore, they require installation and cannot be directly used
by students on various platforms including mobile devices. In contrast, WN-
SWE better supports didactic reduction [5], allowing to limit the learners focus
on specific aspects and a conceptual understanding, rather than the complete
and detailed scope required for training network engineers. An exhaustive and
more detailed overview of Network Simulators in Education can be found in the
surveys by Gomez et al. [8] and Prvan et al. [14].

Web-based Network Simulators. A few network simulators are imple-
mented as web applications, making use of the established and uniform platform
of the web in order to achieve wide compatibility and an installation-free setup.
This lowers the initial hurdle and allows learners to use the simulators at home or
on mobile devices with sufficient screen size such as tablets. One example is the
Educational Network Simulator [7]. Targeted at secondary schools, it comprises
of ready-to-use implementations for the demonstration of basic networking con-
cepts and interaction with protocols like DNS, DHCP and HTTP, but does not
support customization through programmable behaviors. Like WNSWE, it is
implemented as client-side web application, in this case based on JavaScript. PT
Anywhere [12] is another web-based Simulator created in the context of EU FP7
project FORGE promoting experiment-driven education4. Developed in cooper-
ation with Cisco Networking Academy, it is based on the Cisco Packet Tracker
[4], but provides a Web frontend. The project emphasizes the importance of
allowing learners to access simulations at home in mobile environments. While
WNSWE shares the low installation effort and compatibility with mobile devices
of existing Web-based network simulators, it supports a much wider scope and
is extensible compared to the Educational Network Simulator, and does not re-
quire a server and thus internet connection like PT Anywhere. On the didactic
side, the focus of WNSWE is on concptual-level teaching for Web Engineering
education in contrast to the network engineering focus of Educational Network
Simulator and PT Anywhere.

2 https://www.qemu.org/
3 https://www.virtualbox.org/
4 cf. Future Internet Research Experimentation (FIRE)

https://www.qemu.org/
https://www.virtualbox.org/
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4 Experiments

In this section, we present the results from our evaluation of using WNSWE
in university education. The evaluation is two-fold, focusing on feasibility and
utility. For the feasibility evaluation, we tested the applicability to a wide range
of Web Information Systems topics by applying WNSWE to model 26 scenarios,
as described in subsection 4.1. Additionally, we conducted a pilot evaluation of
utility through three case studies in real-world educational settings, which we
report about in subsection 4.2.

4.1 Feasibility Study

The evaluation objective of the feasibility study is to test the applicability of
WNSWE to various education topics relevant for Web Information Systems en-
gineers. We used the joint ACM/IEEE-CS/AAAI Computer Science Curriculum
(CS2023) [10] as basis for the selection of the scenarios. Overall, 26 scenarios have
been modeled in WNSWE. All scenarios are available as OERs in the replication
package [9] of this paper.

4.2 Case Studies

WNSWE was evaluated in 3 different case studies in different university courses.
To test the utility in different real-world educational settings, the case studies
were selected to represent a diverse range of characteristics in education level,
teaching mode, didactic method, and topic. They cover education of undergradu-
ate as well as master students, asynchronous assignments as well as synchronous
classroom teaching sessions, and instructive demonstrations as well as HAITI-
based tasks.Each case study corresponds to a different module taught at Chem-
nitz University of Technology. Feedback from the students and educators in the
case studies was used to already make limited improvements on WNSWE.

C1 Networks. Case study C1 took place in the context of a computer net-
works module focusing networking basics on all 7 ISO-OSI layers and is taught
by two educators of 5 and 12 years teaching experience. The module is open
to bachelor students of computer science with a distributed systems specializa-
tion, as well as to other computer science bachelors and biomedical engineering
students. WNSWE was used in 2 asynchronous assignments and 9 classroom
sessions. The asynchronous assignments were tasks in the context of the HAITI
method, for which students had 2 weeks time to prepare. These tasks comprised
of TCP Acknowledgements and the Email protocols SMTP and POP3. In syn-
chronous teaching, WNSWE was used for 12 demonstrations as well as for 1
in-class group live task (IP Router behavior). The demonstrations were on vari-
ous topics across different ISO/OSI layers, starting from layer two upwards. The
behavior of a network switch and a translating bridge were shown for layer 2,
while Segmentation, ICMP and traceroute behavior and RIP were shown for
layer 3. For layer 4, TCP state machine and acknowledgements were shown, for
the application layer, recursive and iterative DNS resolution and email protocols.
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C2 Cloud. Case study C2 was set in the Cloud and Web Applications module,
which focuses on the engineering of Web-based systems in the context of cloud
computing, taught by an educator of 4 years teaching experience. The module
is attended to by Master students of Web Engineering as well as electively of
Computer Science. WNSWE was used for an in-class group live task in which stu-
dents were tasked to implement the behavior of a multi-step processing pipeline.
Students were divided into three teams, each team working on one step of the
process. Each team worked on one scenario, in which a test message was sent
from the incoming queue, had to be processed and sent to the outgoing queue.
After each team finished that exercise, a toggle within the scenario activated the
communication with the message broker, allowing messages processed by one
team to be sent directly to the next team, across multiple devices.

C3 Security. The third case study was conducted in a module on the Se-
curity of Distributed Systems, which focuses on security threats in modern Web
Information Systems and techniques and protocols to address them. It is taught
by two educators of 6 and 4 years of experience respectively. Course attendees are
Master students of Web Engineering as well as electively other Computer Science
master students. WNSWE was used for an in-class instructive demonstration on
HTTPS and TLS and a homework assignment on the Kerberos protocol. In the
TLS demonstration, the messages and their respective contents within the es-
tablishment of a secure connection were shown. In the homework on Kerberos,
an abstract implementation of the Kerberos protocol was given, which already
performed authentication and requested a ticket for one service. Students were
asked to extend the solution to perform a request to a second service after the
first one, making use of the existing ticket granting ticket.

4.3 Discussion

WNSWE has been used in three different Web Engineering related courses at
Chemnitz University of Technology, in various didactic settings. Its capabilities
to represent distributed algorithms and protocols have been utilized both in
demonstrations by educators, as well as in tasks assigned to and solved by stu-
dents. During this, areas for future improvement have been identified and some
changes are already integrated. As an educational tool, the simulator allows in-
structors to create scenarios for demonstration or for tasks and assignments.
However, these scenarios need to be designed carefully to fulfill their intended
purpose. It has been noticed that when initially confronted with WNSWE as a
new tool, students required some time to get used to its interface, and some tasks
had to be simplified to adjust their difficulty towards the intended level. Further
utility functionality has been added to the Python code as a result of implement-
ing various algorithms and protocols in the context of the feasibility study, to
better handle common tasks. Examples of added functionality include running
asynchronous functions concurrently or with a timeout, while retaining proper
output and error reporting to the node’s output log. While WNSWE is currently
in a reasonably usable state, further polishing and additional features are being
considered. This includes more runtime capabilities, such as manually spawning
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message on connections or pre-determined scenario events, for example to have
connections disappear or reappear at specific times during the runtime of the
scenario. Furthermore, while WNSWE already runs some checks to detect pos-
sible coding errors specific to the network simulation, such as the run()-method
being renamed, these checks could be extended to cover further common issues
and to provide better support when creating scenarios or solving tasks.

5 Conclusion

In this paper we presented WNSWE, a Web-based network simulator designed to
support the academic education of Web Engineers capable of dealing with the in-
creasing complexity of Web Information Systems in the AIaaS era. We reasoned
about the utility of network simulators in Web Engineering education to em-
power educators making use of new didactic methods from Challenge/Simulation-
based learning, and analyzed shortcomings of existing network simulators. Sup-
ported by WebAssembly, WNSWE is a client-side Web application with minimal
setup requirements, that supports programmable individual behavior of all com-
ponents and interactive inspection and modification at runtime, and is available
for educators and learners as open educational resource (OER). We applied
WNSWE to 26 educational scenarios of the CS2023 curriculum and reported 3
case studies of its application in different real-world university courses. Future
work includes the following three main directions. We are extending WNSWE
to support the recording and replay of events from user interactions at runtime,
allowing to pre-define modifications of the network elements in the scenario de-
scriptions. An improved support for the integration of existing non-simulated
components in the simulated architectures, e.g. dedicated configurations for in-
teracting with existing Web, DNS, or Mail servers etc. Furthermore, we plan to
extend our experimentation with WNSWE by applying it in other courses and
collaborating with educators involved in Web Engineering programs at other
universities in order to perform a comprehensive evaluation study.
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